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Isogenies
E : y2 = x 3 + x E 0 : y2 = x 3

� 4x

�(x ; y) =

 
x 2 + 1

x
; y

x 2
� 1

x 2

!

Kernel generator in red.
This is a degree 2 map.
Analogous to x 7! x 2 in F�q .
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The isogeny problem

j (

E

) j (

E 0

)
??
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Torsion

Over an algebraically closed field, for
any N coprime to the characteristic:

E [N ] ' Z=N � Z=N
a

b
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Isogeny problem with Torsion point information (SIDH)

hP ;Qi =

E

[N ]

E 0

[N ] = hP 0;Q 0i

??

( a b
c d )
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Theorem (Robert)

Let E ;E 0 be elliptic curves, let � : E ! E 0 be an isogeny of degree d
and let N be a smooth integer coprime to d such that N 2 > d .

There exists a polynomial time algorithm that, given E ;E 0; d ;N , a ba-
sis (P ;Q) of E [N ] and its image (�(P); �(Q)) under �, computes �.
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�-SIDH problems

Level structure = basis of E [N ] up to linear transformations � � GL2(Z=N )

hP ;Qi hP 0;Q 0i
??

( a b
c d )

� �

Luca De Feo (IBM Research Zürich) Modular Curves Creeping Up in Isogeny Problems Feb 23, 2024, Università di Trento 12 / 22



�-SIDH problems

Level structure = basis of E [N ] up to linear transformations � � GL2(Z=N )

hP ;Qi hP 0;Q 0i
??

( a b
c d ) � �

Luca De Feo (IBM Research Zürich) Modular Curves Creeping Up in Isogeny Problems Feb 23, 2024, Università di Trento 12 / 22



Weil pairing

eN
�
�(P); �(Q)

�ad�bc
= eN (aP + cQ ; bP + dQ)deg �
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Some examples of level structures

Restricting to � � SL2(Z=N ):

� = f( 1
1 )g: A basis (P ;Q) of E [N ], plain SIDH.

� = f( �
�
)g: Two cyclic subgroups hPi and hQi of order N .

�1 = f( 1 �

1 )g: A point P of order N .

�0 = f( � �

�
)g: A cyclic group hPi of order N .
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f( � �

� )g-SIDH and f( 1 �

1 )g-SIDH

Curve + cyclic subgroup

E ; hPi
=

Curve + isogeny

E

E=hPi
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f( � �

� )g-SIDH and f( 1 �

1 )g-SIDH

E

E=hPi

E 0

E 0=h�(P)i

�

Distinguishing f( � �

�
)g-problem aka Decisional SuperSingular Product (DSSP). . .

. . .but careful not to reveal (E ;P ;E 0; �(P)) instead!

Luca De Feo (IBM Research Zürich) Modular Curves Creeping Up in Isogeny Problems Feb 23, 2024, Università di Trento 16 / 22



f( � �

� )g-SIDH and f( 1 �

1 )g-SIDH

E

E=hPi

E 0

E 0=h�(P)i

�

Distinguishing f( � �

�
)g-problem aka Decisional SuperSingular Product (DSSP). . .

. . .but careful not to reveal (E ;P ;E 0; �(P)) instead!

Luca De Feo (IBM Research Zürich) Modular Curves Creeping Up in Isogeny Problems Feb 23, 2024, Università di Trento 16 / 22



A reduction (say N = n2)

(E ;P) (E 0; ��(P))
�

( � �

��1 )

E=hnPi

E=hPi

E 0=hn��(P)i

E 0=h��(P)i

�0
( � n�

n� ��1 )

= ( � ��1 ) mod n
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A reduction

SIDH

( � � )

( � � )

( 1 �

1 )

( � �

� )
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( � � )-SIDH

Harder than SIDH when N has many prime factors?

See Fouotsa, Moriya, Petit – Eurocrypt 2023.
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CSIDH ! ( � � )-SIDH

E E 0

�

� �0

�jhP ;Qi =
�
�
�1=�

�
�0jhP 0;Q 0i =

�
�
�1=�

�

Frobenius diagonalizes on E [N ] for every prime N s.t.
�
�p
N

�
= 1.
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Torsion
knowledge

None

( � �

�
)

( �
�
)

�
�

�

�( 1 �

1 )

Full

End(E) knowledge

None Orientation Full

�

SQISign[HD]

�
SIDH signatures

(DSSP)

�FESTA, binSIDH

�M-SIDH

�

SIDH

�

Eisenträger et al. ’18
Wesolowski ’21

�

CSIDH
SCALLOP

quantum subexp

Luca De Feo (IBM Research Zürich) Modular Curves Creeping Up in Isogeny Problems Feb 23, 2024, Università di Trento 21 / 22



Torsion
knowledge

None

( � �

�
)

( �
�
)

�
�

�

�( 1 �

1 )

Full

End(E) knowledge

None Orientation Full

�

SQISign[HD]

�
SIDH signatures

(DSSP)

�FESTA, binSIDH

�M-SIDH

�

SIDH

�

Eisenträger et al. ’18
Wesolowski ’21

�

CSIDH
SCALLOP

quantum subexp

Luca De Feo (IBM Research Zürich) Modular Curves Creeping Up in Isogeny Problems Feb 23, 2024, Università di Trento 21 / 22



Thank you
https://defeo.lu/

@luca_defeo@ioc.exchange
@luca_defeo

https://defeo.lu/
https://twitter.com/luca_defeo
https://twitter.com/luca_defeo

