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P+Q

Isogenies = finite-kernel algebraic group morphisms of elliptic curves

Endomorphisms = isogenies £ — E
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Isogenous
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Isogeny class
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Isogeny class

Isogeny graph




Theisogeny problem
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Theisogeny problem
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|Isogeny Yantras

Z X\

E o —
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N NS— 2
Hom(E, E') End(F)
|deal class Order
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Degree

N 7
deg(¢) € N . /\

e A measure of “size”;

Luca De Feo (IBM Research Ziirich)



Degree

N 7
deg(¢) € N . /\

e A measure of “size”;
e Multiplicative; deg(y o @) = deg(v) deg(p)
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The larger the degree, the more isogenies




Degree

deg(p) € N7 VP

e A measure of “size”; J . .

e Multiplicative;

e A measure of “complexity”: deg( o @) = deg(v) deg(p)
only isogenies of small degree fit into a computer!
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Isogenies of smooth degree

degree 2 -—<
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Isogenies of smooth degree

degree 4
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Isogenies of smooth degree

degree 8
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Isogenies of smooth degree

degree 16
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Isogenies of smooth degree

degree 2°
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Key exchange?

7
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Push-forward

7 (deg(¢), deg(¥)) =1




Push-forward

(deg(p), deg(y)) =1
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Push-forward
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Push-forward

o 0. (deg(p), deg(9)) = 1

. . deg(psv) = deg(¥)
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Push-forward

(deg(p), deg(y)) =1

deg(<p*¢) — deg(zﬁ)
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Push-forward
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Push-forward

deg(v.p) = deg(yp)

, k (deg(w),deg(gb)) =1
. deg(p.y) = deg(¥)
/
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Supersingular Isogeny Diffie-Hellman (SIDH)
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The Deuring Correspondence

N

B F Hom(B, 5

NS
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Homs are groups

/\ ¢, ¥ € Hom(E, E')
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Homs are groups

m 0, € Hom(E, E')
T~ (o4 9)(P) = 0(P) + U(P)
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Ends are rings

po(Y+x)=(poy)+(pox)

Distributivity

(W+x)op=(Pop)+(xop)

Luca De Feo (IBM Research Ziirich) December 20, 2024, Indocrypt 19/33



Supersingular endomorphism rings

End(E) ~ o, C By
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Supersingular endomorphism rings

EIld(E) ~ O C Bp,oo

quaternion algebra
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Supersingular endomorphism rings

End(E)g/o C B
maximal order quaternion algebra
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Supersingular endomorphism rings

End(E)g/o C B
maximal order quaternion algebra

rank 4 submodule 4-dimensional Q-vector space
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Supersingular endomorphism rings

maximal order quaternion algebra
rank 4 submodule 4-dimensional Q-vector space

EndRing problem: given E supersingular, compute an order O ~ End(E).
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Homs «<— Modules +— Ideals

E' E

¢ € Hom(E, E')
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Homs «<— Modules +— Ideals

B’ B w

wow € Hom(E, E')
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Homs «<— Modules +— Ideals

w'op € Hom(E, E')
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Homs «+— Modules +— Ideals

E' E O O’

Hom(E, E') ~ I,
O>I,C0O

¢ € Hom(E, E')
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Endomorphism ring Maximal order
Isogeny |deal
Hom(E, E') Ideal class

Degree Norm
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Kohel-Lauter-Petit-Tignol (KLPT)
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Kohel-Lauter-Petit-Tignol (KLPT)

End(E) 7 End(E')




Kohel-Lauter-Petit-Tignol (KLPT)

End(E)

End(E')
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Kohel-Lauter-Petit-Tignol (KLPT)

End(E')

End(E) !
N(I)=2"
Corollary: Isogeny problem ~ EndRing problem
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Contagious knowledge
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Contagious knowledge




Contagious knowledge
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SQISIgn (identification scheme)
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SQISIgn (identification scheme)

commitment
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SQISIgn (identification scheme)
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SQISIgn (identification scheme)
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SQ'SIgn (identification scheme)

commitment
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SQIlsign

Bytes Mcycles

Public Key Signature | Keygen Sign Verify | Security
64 177 3,728 5779 108 | NIST-1
96 263 | 23,734 43,760 654 | NIST-3
128 335| 91,049 158,544 2,177 | NIST-5
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Higher dimensional abelian varieties
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Higher dimensional abelian varieties
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Higher dimensional isogenies

AxB—CxD

Luca De Feo (IBM Research Ziirich)



Higher dimensional isogenies

o

A C
AxB—CxD
B g (P, Q) — (a(P) +7(Q),B(P) +4(Q))
D 5 B
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Higher dimensional isogenies

o

A C
Ax B —CxD
B g (P, Q) — (a(P) +7(Q),B(P) +4(Q))
_(a ) (P
D B B (ﬁ 5) (Q)
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Isogeny problem + Torsion point information (SIDH)

(12 Yo 0 4xYn, © 450
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SQIsign2D

secret key
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SQIsign2D
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secret key
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SQIsign2D

Luca De Feo (IBM Research Ziirich)

secret key
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SQIsign2D
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SQIsign2D

secret key
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SQIsign2D

secret key
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SQIsign2D

Bytes Mcycles

Public Key Signature | Keygen Sign Verify | Security
66 148 60 160 9| NIST-1
98 222 170 460 29| NIST-3
130 294 360 940 62 | NIST-5
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